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On 25 May VMware released a patch regarding two critical remote code execution flaws. 
The vulnerabilities affect VMware vCenter Server and VMware Cloud Foundation tracked 
as CVE-2021-21985 and CVE-2021-21986. CVE-2021-21985 allows attackers with access 
to port 443 the ability for commands with unrestricted privileges to be executed on the 
underlying operating system, whereas CVE-2021-21986 contains a vulnerability in a vSphere 
authentication mechanism. At this time, DODIN is not aware of any incidents affecting  
the DoD; however, VMware urged customers to patch affected servers immediately.  
Additional information regarding the CVEs and patches can be found at the following: 
https://iavm.csd.disa.mil/iavm-notice-html/143566  
https://www.vmware.com/security/advisories/VMSA-2021-0010.html
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RESEARCHER OF THE MONTH
We are excited to announce the May 2021 DoD 
VDP Researcher of the Month Award goes to  
Lance Cleghorn with Defense Digital Services.  
As our first ever two-time researcher of the month 
winner, who submitted 4 Server-Side Request 
Forgery (SSRF) reports last month with multiple 
bypassing NIPR only access! Keep up the great 
work and thank you for participating in the DoD 
Vulnerability Disclosure Program! Happy Hacking!


